Bl PE R R

11 $oo -1-

£ 1B

BB E 4 %A HE

ey
F

Bf. 2

M AR

AR BEE R

THEN ARG LV Bl 2 1) VR AL, etk 2o BN 2 2k Rl 8. TDT/TCSEC

BRI o S P SR 5 A PRSI P A7 AR BB e A
U | ERSRAIAEEUT . {5 SQL S i GRANT A REVOKE 403k 5B F A7 B il
e ety | SEOUHOHE PR 2 A Mg i 1 i PR VR REOR | S0 e o 1 A U o 7 v A SR A EOT TV

i SQL & 3 1Y) GRANT F1 REVOKE 1543 S2 3 [ 3= A7 B il
ey b | SCOUBOR PR 22 A ERE I A 8 O EEANBOR . B0 e e B A B ) D R SR A T V5
{4 SQL & 3 1) GRANT F REVOKE 154 3R S2 3 [ 3= A2 B il
FOREYR | SEEUER B 22 A VR i A5 P O A R . SR v B A B ) 5 T RN S A O i
W% | SQL & 5 ) GRANT 1 REVOKE & A) R sZ 8l [ 2 A7 B g il
=B,
—, EIIHE, HEHEKBRFENE
1. SQL # iy A) A 2R AT A 2
2 MLIE M B 5 SRR X o
ST ) 2 1. 7T f# TDI/TCSEC FrifEAFEA 25
7 AN 2 BRARECHE I At S RN SRS
ﬁ@i%, 3 AR B 2 1 e A
gﬁuﬁ, 4. FERGHEE PR (2 A R .
e = AR B
W fig ek,
itk H ) o
% KFF R BOYCENA, SIS 55080 A SR R R AR, IS EIfE
] RO VIR R 2R SE GRS ST R, BETFRREZ
5,
RENTFFEL: i PPT KA P g A n LA i
jjiﬁiﬁﬁﬁ P300 % 6. 8. 11 i
FEHH | 1. EARERFMR), §ENE, EW, SEHE HRE, 2014.9
SEGR | 2. (BIRERGMIL ¥ RS EME), T, KR, mSEE MR, 2015.7

# 1




B RS 5 11 o -2-

FRFRAGAE

Faw BIEELEN

4.1 THEN RIS

OFAR R 22 18RI EARE, B bG8 B i s B itk 2« B0 sl . e 5t
HILRGH) Z e R HI R

O HEVLARF R LM AT EVLRGE AR SR 2R $5iE, DR IFELR G 1)
A BRPE B, 7 1 DA SR B0 R 1) B DR R el B AR, 54 1 3 B e it 4

O THENLFR S0 - b ifE

1. 1985 FZ[E E 55 DoD At € DoD AI{EiHENL R AL AniEY  (Trusted Computer System
Evaluation Criteria, f&i#K TCSEC, #5Z+5) o

2. 1991 [ E ZHEAL 240 NCSC A i) €IS THENL R GG At ¢ T nl 5 £da 2 &
B REY (Trusted Database Interpretation, fa&j#K TDI, ).

3. TDI/TCSEC FRfEMZeA5HE0E . TTAE PRUEAT SRS PY AN 75 K R Gkl 0 DU 4 AN S 2 1 2 4
2

(DD 2 /MRS, ARG, Wi DOS.

OC1 2. HEZAERY, ResLBUNH P AEEREN 25, 347 3 B8] (DAC) .

B)C2 G: ZIMAFIRY ™, R M s AR, 1 C1 4 DAC #E—Paufk, LA NS iiE
M DT, SEEE TR B YRRE . Ul Oracle9i. SQL Server2000.

(DB1 2z FRic A ORA, S B I LAAR 1 5w T P = A4 R 28 Ak S ih 5 i 7 H % 1) (MAC) 2% i 1
o
(B2 2% (HHT ot B8 e = i) - iRy, @B ) 2 4 SRR FE T RGN e
FARFN AR S DAC A1 MAC.

(6)B3 2. Zaxie, RALU5 RS, W BRI K .

(DAL & BGUEW T, 1F B3 Hhb B3 RS b B G IE

B2 U b Rk ab T EB W TP B, B 2 R Rk E R ]

4.2 Bl g ek

O PARRMER: BN 2RI ER. RERat—E UL AR A SR T 583 4
RGN ECRE A SER T IR, R0 ZRIEAN RGN, RGP IR AL S i ARiR,
i % E e A IR AL IR AR AN S E T LB 20k W D522 il (F P 44) + 4859 (1K1
2) o

O U B 28 22 4 i BB — nOpt AR i R R SR 45 A SRS R P T 5t P RO AR, [ e
2 A RPN RTEIE B HdE, X Bl B P R SE A G L s L

ERFREARAZR (42)




B RS 5 11 o -3-

L 8 SCHPRLRR, JFR P BUR B e Bt 5 sy, T 22 2

2« BEFEMRASE, 7 R A IR R AR, DBS EHkEu 7 il AR 22 Lt
TEENIRIEE, 25 H7 R 1€ CRBUR, RGO IR AT LR AR .

PP BURR RE SCRT AR R A AL — 4L T DBMS M2 &1 R 4.

3+ AEABUER] (DAC) : K7 DBMS — ARSI HF C2 441 DAC. £ DAC J5i&, F P FA R %
Pa R AT AR FAF OB, ANTR] B8 06 TR — %o Gt A AN R AR, T EL P 7 3 Tl LA 47 UL
BREGHZ 2 FAAI . AL DAC HE% R . SQL ARt SCRE DAC, EEHEIT Grant (AL A1 Revoke (LA
TEARSEDL . (DT DAC FRAUHLHIRE PR BE P> RUEE

OFBORLE : $5 7T LLE SCRIEE X URTE R, 2 RBLEE & RIE K — D EE bR SRBUE
SCrhBExs G (B R RYES. AT) BORLEGBA, BRALT RS R .

@2 SR it HEARAEA AR, BIRBUE 5 W Tt SUE . woE OH P £ g R it
ENARPAGE, XHER RGBS IUE R FHOEE A G RGARE, M&mikss. RS
I B, SBT3 A SR A BOBLRR , SRR AE I R REAEBE BN 8] L 3 65 28 0 _b A7 BUAT R4
INRLE FEHON R BEEREE 1 AN 7 A B — 2 BT LA 8 MBI R 5 mAb B A ST

(2DAC FIL AR HIFH P 8 SCAFHURURR, DBMS A6 75 A7 FIUBLR , - REAS G oL 52 AUHL 1 A 25 b o At

JOR R E A F A HL
(3DAC FIER ki W] BEAFAERI ) “ ok R 7o AZ AL 0038 10 B0 ) A7 R PR SR AT 22 44 1)
Tl A 5 Jo % 4Pk ARid .

4, o AF IR (MAC) : 474 DBMS SZHF B1 2411 MAC. 7E MAC H1, R— AT S br A — €
B, BN PR T 5 A RAOVEATIE.  MAC H DBMS FIFe #L i) 4= i S gl 23 AR A&
WK R RGP G E ek, G LI B E R G s2 ARy i d sl se ik, £
S FEAK. RGPS, DBMS X AR E AR 1 SE 6 73 ) Fa IR — MEURFEFR I 1abel (4 N4
BRI, AE. ATFEEGA), FAE label FRAVFTTIFZL A, Sk label BRI,

D23 SAR DIFRICTE M G, FR G0 B SRADSKS T AR AR PR A7 U T -

DAL TRV AT IER AR AR B, AR RESL B R A

O EARVFATUE RN =R AR B R, ERA RS A A

TR AN FII P [ i A Y58 L 3R s PR R ) P 3 B I 35 R (M 5 e G, TG B ok T ik
s s . KO8 PR B NN GO T T B SV RTUEON I g, — BEARME S N, % H
FE CUABE IR 5 T . (OMAC RS 5. MAC X HEE A & T % % brid, TeEIE M E
i, PRI SEAE & — AR AR, RS SRR A E R P A DR EAE, et 175
EE TRy i

DAC 5 MAC 3% [F]#4) i DBMS Ff1 22 ALl Ji DRI 450 1 2 A MR AR AL 1) 22 A R 9P A0, B AR )
(A R4 SEIR T VR R S 3E4T DAC A2, @i DAC A A IR ) 5 th R4 HEAT MAC 4 ey, R
Tt MAC A A i B e % R 5 AT A7 HL

4.3 MM HEECR 2 A X OB U F P B ok, SRt — e R M BE (R, (A1 B sl
TSR EUE R B R PR E X

4.4 ® il & DBMS 1A% C2 % LA 22 A R i b ANAT /D 1) — TR b o B0 FH P S5 5080 e 1) i A
HZhidsk RN #HIHH &, DBA FIAH S FHE, 7 LLEI S B EIA RO — KA HE, R
EVFAF BB N B TR) R P 2545

4.5 B hnss . B R AGEEE (50 @il — @ FyRA NS SO RS, B 4 A DES I k.

4.6 HAthzzasPEARY: Seit-HuE i 2 4t

Guit- B B o v A P B R RS R (AT PEMES) . RRdrdii s e kG E. H
Gt HdE 1 AT R A AE BRI A5 E0EIE, WA T LS A AR B

Bl 1. RAFHEZ DL LT R? LT RN LR AR Z /D2




B RS 5 11 o -4-

HER 1 WM RE 1, WE 2 Tl RS Z T AL, LR NI E
M 1. AR &R Z 03 & N AP ERIES (N 255 K) .

i 2: FH P AR At N ANFE P 01 00 T8 S8 2702 F P B I HAth N ANRR 5 02 ) 38 e %2 /b 2

W 1 ARG REX, H2ERNEREY, HTHAAREACH LN Z, Wifhe] okE A
F BRI LH RN Y-(X-2), JRFZM NN HARZ EE BRI U R8. AHE R 2:
EREWAE WA ZEARIT £ MAS, WHP A ZUFER P B L% 2DZT 1+ (N-2) /M IRE W,
e FE RN 3. AT — P AR A BRI 1+ (N-2) /Mo

B«

SQL Server M)A tEHIA

OSQL Server FI SIS UFRE: SQL Server $24t 7 = Sy I iE B NE e A AL, B bRHE
2 L B AR SR VR S 45 20 . 7 Windows NT Y, Windows 2000 A4 FH £ plo i sl R & 45 2, 7E Windows98
A AR AR

1. SRR (AR Windows #30) : Al A i@ it Windows B350 AIE 5 U H 35347 SQL Server & 45
WEe BPA F i@t Windows F P K Pt A7 5820, SQL Server L [EINY Windows LAIRTHE R, =B
IOAEK 44 f RS, SQL Server WHER S MEATER MG ER:, SR AEEER, A
1R BB Windows, it n] Lo (E AT B #EHE] SAL Server.

2. BAR: &M TGRS, FP 8 Windows J&, LA —1K F1i% 82 SQL Server B,  SQL
Server WA B %MK 2 S CBEE N SQL Server Bk ', Wik SQL Server K% E NERKIK,
T B 3 B e, R RS RS S

(OSQL Server [fH & BEAN A L 2

1. PR

WRGEF G AE—> DBMS Mg A7 54 FIA — VIR, AT BN RaERER. £
—ANIBAT I T DAL 2 AN AR, R G0E B 0L S A B A S RS BT A AR .

Q% FEE B A AR —HAR I E A — VBRI 7, 5757 — A ARSI 2 1 ST e B,
PR A E A PR .

VB FEXS R 7 AT DA S PEX R (ansR . KIS B P, 75 B i 8ds e X 4 B4
HAERERR, WHCONEHE X S8 .

OFHEEVT I AL AR BCEE PR AT A . SRR /E — > DBMS fE 3 i /0 —
RGEH AP, SQL Server Z2HEHf BROIAM RGE BT H 7 42 sa.

G AP REIRER P —MHPFREER R DN R EREREKH P, REA LU A3 —
AN BARIEEE B, B AE & A (login user) MIEHEFER /' (database user) S M#E&. —MEx
PRI Z /N E R 7, 8 P i R G B D 3, T 508 28 P o DA el e s i L A

2. HpE

EFHPAWER: FEAREHN SR MEREFH . BUCERENE. Hhar =
TAELZHH R GE B 7L T8 R

Q@ PAT ARG AL sp addlogin: sp addlogin login id [, passwd] [, defdb] [+ ]

Hrb, login_id A¥FskA: passwd NEREN, BN NULL; defdb & FEHEE, LA
master. @MK: AT RGEFMETFE sp_droplogin, sp droplogin login id

OBHEFEN . PITREFETFE sp_password, sp_password old password new password

R AEEE P 2 DU T XAEAE ), AR NERAN AT DL S s %0 (B R4 E B0 - H
PREREN—-H#E, HEHRGER N NZHP BERERHN, X RSE B DR %
old _password 5 N NULL. {E N RGEH A — HSideiitt# 7 B 5%, it A gEE 2 SQL Server.

Q%R ER PR iAo R B O Bl R G O 5

OBBIENGFH P AEARER P . 447 sp grantdbaccess R A7, %X M-




WP R HE: H11 T 5.

sp_grantdbaccess login [, name in db]

Hr, login NEF4: name in db AEIEEHHIF 4, BRIk NULL

QM EIR FE TP B3N P s 34T sp_revokedbaccess REGIEMEITFE, sp revokedbaccess name

Hrr, name AEHREH 4.

3. AT BOEEREOE R — I AR B, A B A RV EARR A P L 2 R
A LATET A B P A B A o LA A [RIASU PR A FH Pt e DA A& 18 A0 [F) 0) # £, ZERN (3R TR B2
AR, bR boag— Rl W PR, f&dee XH A, SRR P HEEAUR: A O,
K UBR, RIE IR R E A,

(D5 SLAf: DBAEH sp_addrole RGif7fiid#E, #%J&: sp_addrole role [, owner]

Hrr,  role B MEINATR: owner BT A CHIAE, A 2b TR 4 ml 2580 e v (1) 3 T P 51
e, BRINMED dbo.

QANFHPEEMEO: {F sp addrolemember R % 17 i id &£ : sp addrolemember role
user_account

OEUEHA Pt {H sp droprolemember REFEfEIIFE: sp droprolemember role
user account

WA, FH sp droprole REfEEILFE: sp droprole role

SQL Server fTE X f

(Dpublic Mt J&—MRFERIER A G, 8RR P E R ZA AR . public AT
FfriZ: public AEEIRGEIEE DA R SRABR: AT, WGP RIRS
public Mth, FINERNEGLLFITA MR TZM 0, SMERERA public Mt AATLUMER
public ffiff.

QARG TE X fAfh: sysadmin. serveradmin. setupadmin. securityadmin. processadmin.
dbcreator. diskadmin. bulkadmin, B LPMEH RGifAMEEFRE sp helpsrvrole 3575 —4> SQL Server
SAF) BB RGUE P A U SRR . A RS RE sp_srvrolepermission 133 & REE
TR 5L AR 0 R AR .

QBYEETE LMt : db owner. db accessadmin. db_ securityadmin . db ddladmin.
db backupopeator. db datareader. db datawriter. db denydatareader. db denydatawriter,
AILMEH R AE AR sp helpdbfixedrole SRAFEHE P b & Fh il A (i 7 R AN IR . {8
sp_dbfixedrolepermission &R ZiA7 ik #2453 B RFFPEHE 2 T A 0 BIRE EBUR -

4. BUPRAEEE: BURR AR FH P 0 30 P R O RIS BCR] . 9 PIEERIEEE E S, AbATRT A
AT IR At AT B € o 25 FH P B BRI, S HA ] 7 o 45 2UHH R AL o (1
BT AR EONE G RO B, A6 Z0H PATAH L A AIALBR « ALFRAT - BACKUP DATABASE., BACKUP
LOG. CREATE DATABASE. CREATE DEFAULT. CREATE FUNCTION. CREATE PROCEDURE. CREATE RULE. CREATE
TABLE. CREATE VIEW. #ZTiRAARMIar 2% JE: GRANT {ALL|statement list} TO name_ list

Hrpr,  statement list 4 HEMMERIIER, RAHRGEH LA RMA ALL [ CREATE
DATABASE ¥&J1; name list o] GZ2EE BRI 44, M el o, (B4 0247 1.

OF TS RALPR: SELECT. INSERT. UPDATE A1 DELETE #{FR nJ LAY FH F 8 A R s & | SELECT
H1UPDATE ABR AT BAYE TR 300 B 524N 51 I INSERT A1 DELETE A PR 7T LAY A F- %447 b EXECUTE
BRRAEH T A AR A e 4 b .

T RALBR I Ay kg 2

GRANT {ALL|permission list} [ ON {table|view [(column list)]

|ON stored procedure|ON user defined function ]

TO name list [ WITH GRANT OPTION ] [ AS {group|role} ]

Forr, ALL B BPR 45 E X R T A EBR &I THRE M7, R SAL DBA A X R T




B RS 5 11 o -6-

HA DS IR permission list SERURZIZR; view J& M HT&dh & ki #2 TAUR P 4 ;
column_list A& X Freds 2 vh 432 TAUR 15142 51135 stored_procedure #& 475 £ & HH 45 4% T AR
IfFiEIEFE 4 s user_defined function A& 4 HTEGRE A& P #E 2 T BRI 7 B 2 R4 44 s WITH GRANT
OPTION B AL = m] LLRE 48 E B0 GALR$Z T HA R P 238 AR SBLRAG 2%, WHE AL
FRIGA. 7E SQL Server Hr, W LMEH RGiAFEILFE sp helprotect EHJHALIE L.

W EAJRL PR : REVOKE {ALL|statement list} FROM name list

OGP E T

REVOKE [GRANT OPTION FOR] {ALL|permission list} [ ON {table|view [(column list)]

|ON stored procedure|ON user defined function JFROM name list [CASCADE] [AS
{group|role}]

Hrf1, GRANT OPTION FOR 7~ Wi [H] WITH GRANT OPTION AX[E; CASCADE 7~ Béui |t WITH
GRANT OPTION #%2FHIFT A AR . ()X IETEAJRPR: DENY {ALL|statement list} FROM name list

G)EE IEXF R AR : DENY {ALL|permission 1ist} [ ON {table|view [(column list)]

|ON stored procedure |ON user defined function ] TO name list [ CASCADE ]

5. FHFE SR VeSS Tt A8 P fuk R 25 1T DA SCRRRR B0 7 G 22 Ve Tt . e R AR e i —
2 F0T DA A PE 6 34T B 87 (€0.4% INSERT. DELETE 1 UPDATE) #:4E, i % 88 5 SN F «

CREATE TRIGGER secure wh ON f3JF FOR INSERT, DELETE, UPDATE

AS TF DATENAME (weekday, getdate ( ))="ZH75' OR DATENAME (weekday, getdate ( ))="ZEHH"

OR (convert (INT, DATENAME (hour, getdate( ))) NOT BETWEEN 8 AND 18)
BEGIN
RATSERROR (" R eV TAERS (B N ERAE!", 16, 1)
ROLLBACK TRANSACTION
END;

MR, R G ERNEE R EANSEMH, SR 9 B2 AT, BN 18 B

2, M2 BRI E R “ Ve TIER M N HE 7, HROHERE .

AR IRBERNGE

ARIZRVE T TDT/TCSEC brAEMIZEA N7 K = Ve 5 TN L MRS . Bl i &=
AR GETH O PE 2 e RN SQL Server 2 R ROR AL TR IE B 2IIN A B T H A 5 3,
4. 5 RN, Nt DS JR SRR T A

KH LRE KR —




